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Introduction to the VA Blue Button

The VA Blue Button is a tool that gives you a detailed view of your My HealtheVet information.
Throughout the VA Blue Button, the word data is used. We refer to information in your My HealtheVet
as your data.

The VA Blue Button provides a view of data you entered in My HealtheVet. If you have registered for
My HealtheVet as a VA Patient and have an upgraded Premium account* you may also view some
information from your VA health record and/or Department of Defense (DoD) Military Service
Information. Anytime and anywhere you can reach the Internet you can use the VA Blue Button to get
your available My HealtheVet health information.

When you select the VA Blue Button, you can view and print your My HealtheVet data. You can also

download your My HealtheVet data to a computer or other device (such as a CD or thumb drive). This
lets you take your personal health information (data) with you. You can choose to share this with your
health care team, caregivers or non-VA provider.

*To get a My HealtheVet Premium account, you will need to go through authentication. VA verifies a Veterans’ identity by
this process. This is done before allowing access to your VA health record.
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" What Is Needed to Use the VA Blue Button and What You May View
NOTE: To Use the VA Blue Button you must:

Have a My HealtheVet account - Registration is quick and easy.

Member Login
USEI’ 1D:
\ |

Password:

Forgot User ID?

Forgot Password?

First time My HealtheVet
user? Register today!

REGISTER

e When you register, enter your First Name, Middle Name, Last Name, Date of Birth, Gender and Social
Security Number. If you use the VA Health Care System, it is important that this information matches
your VA electronic health record information. TIP: Use your Veterans Identification Card (VIC)
information to match your VA electronic health record information.

e If you use the VA Health Care System, make sure you select the VA Patient checkbox (view sample
below) when you register. This must be done before you get your upgraded Premium account. You will
need to go through the Authentication process to upgrade your My HealtheVet account.

RELATIONSHIP TO THE VA

Do you use the VA Healthcare System? Selecting VA Patient is the first step to gain access to:

* VA Prescription Refills

Secure Messaging

VA Blue Button

Key portions of your electronic VA health record

L
-
-
* DoD Military Service Information (for some).

Tell us about vourself. (Check all that apply. *At least one is required.)

Hl vA Patient U veteran Advocate/Family Member/Friend
Veteran O vA Employee

O Health Care Provider O other

If you use the VA Health Care System, here is a way you can check that you registered as a VA Patient:

Login to My HealtheVet
Select the PERSONAL INFORMATION tab
Select the Profiles sub-tab
Under Relationship to the VA, make sure you select the VA Patient checkbox if you use the
VA Health Care System,
= If VA Patient is not checked and you use the VA Health Care System, select this box
= This will put a checkmark in the box
o Select the Save button at the bottom of the screen

O O O O
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" My HealtheVet Account Types

Specific data in the VA Blue Button is available to you based on your My HealtheVet account type. All
users who have a Basic account are able to view their self-entered information. If you are a VA patient,
you can upgrade your account to Advanced or Premium. These account types may allow you to view parts
of your VA health record and/or DoD Military Service Information. For more information about account
types and what you can view, visit My HealtheVet Account Types.

If you have a Basic account, you can print, download or save the following Self Reported information:

e Activity Journal, Self Reported

e Allergies, Self Reported

e Family Health History, Self Reported
e Food Journal, Self Reported

e Health Care Providers, Self Reported
e Health Insurance, Self Reported

e Immunizations, Self Reported

e Labs and Tests, Self Reported

e Medical Events, Self Reported

e Medications and Supplements, Self Reported
e Military Health History, Self Reported
e Treatment Facility, Self Reported

e Vitals and Readings, Self Reported

If you have an Advanced account it includes all the features of a Basic account plus:

e VA Medication History (limited to 2 years)

If you have a Premium account, the VA Blue Button includes all the features of a Basic and Advanced
account in addition to the following:

e VA Admissions and Discharges

e VA Allergies and Adverse Reactions

e VA Appointments (future)

o VA Appointments (limited to past 2 years)

e VA Demographics

e VA Electrocardiogram (EKG )Reports (a list of reports)

e VA Immunizations

e VA Laboratory Results: Chemistry/Hematology/Microbiology

e VA Notes (Initially VA Notes written on or after January 1, 2013 will be available. In the future
more historical VA Notes will become available)

e VA Problem List (active problems)

e VA Radiology Reports

e VA Surgical Pathology Reports (Surgical, Cytology and Electron Microscopy)
e VA Wellness Reminders

e VA Vitals and Readings

e VA Continuity of Care Document (VA CCD)

e DoD Military Service Information
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Upgraded Premium Account (Authenticated) Users and the VA Blue Button

Back to Top

To upgrade your My HealtheVet account, you will need to go through authentication. The VA verifies a
Veterans'’ identity before allowing access to your VA health record by this process. This is done to protect
your personal information. Before you can start to upgrade your account, you first need to be registered
in My HealtheVet as a VA Patient. If you do not have an account, please take this time to register.

After you have registered on My HealtheVet as a VA Patient, there are two ways to upgrade your My
HealtheVet account:

1. In-Person Authentication (IPA)
Upgrade your account in person. This can be done at your local VA Medical Center or Community
Based Outpatient Clinic (CBOC).

2. Online Authentication
Upgrade your account through www.ebenefits.va.gov. This is for users who have a connected
eBenefits DS Logon Premium account & My HealtheVet VA Patient account.

1.

2.

In-Person Authentication can be done the next time you visit your local VA health care facility.
Simply follow these three steps:

Print, read and sign the VA Release of Information (ROI) form (10-5345a-MHV) (PDF)

Take a copy of your signed form and government issued photo identification (Veterans
Identification Card or valid driver's license) to your local VA health facility and give it to a
qualified VA staff member

After the VA staff verifies your information, your My HealtheVet account can be upgraded.

1.

Online Authentication is for users who have a connected eBenefits DS Logon Premium account
and My HealtheVet VA Patient account. It can be done anytime, anywhere, 24/7, and you will not
need to visit a VA facility. However, before you can start to upgrade your My HealtheVet account
online, you need to:

Be registered in My HealtheVet as a VA Patient
Have an eBenefits/DS Logon Premium Account

Have your My HealtheVet VA Patient account information match what is in DEERS (e.g.,
full name, Social Security Number, date of birth and/or gender)

Connect your eBenefits/DS Logon and My HealtheVet Accounts.

After you have successfully connected your accounts, if you are a VA Patient in My HealtheVet
and do not have an upgraded account, you will be asked if you would like to start to upgrade
your account. Before you select YES, please follow these steps to start Online Authentication:

Download, print, and sign the VA Release of Information (ROI) form (10-5345a-MHV)
(PDF)

Mail your signed form to the Release of Information Office at your local VA health care
facility. You can use the Facility Locator to find the address

Select YES - UPGRADE MY ACCOUNT

Note: After you have mailed the VA Release of Information form, please allow up to 20 business days to
complete the Online Authentication process.
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-?. General Information

e If you use the VA Health Care System and want to view parts of your official VA health record or
DoD Military Service Information, you must complete the authentication process.

e To use the VA Blue Button, you need a computer with a browser and Internet access. Some
people have Internet access in their home. Public libraries and Internet cafés also provide Internet
access. If you want to download your health information using a public computer, consider saving
your information to a CD or thumb drive. You need to have access to a printer connected to the
computer if you want to print your health information.

e You can get your VA Blue Button information in three file formats. You can download it in a
format that is easy to read and print (PDF file), a simple text format (.txt file) or a custom Blue
Button text format (.bluebutton file).

e You can also customize your VA Blue Button file by selecting the date range and/or the types of
information to include. This will help you to create a file that meets your specific information needs.

e If you have an upgraded My HealtheVet Premium account, you may also download your VA
Continuity of Care Document (VA CCD). This is an electronic document in an .xml file format.
To learn more about this feature, visit VA CDD.

e You are the only one who can access your health information in My HealtheVet. You choose with
whom to share your information. If you want someone else to access your health information, you
must give it to that person.

e You are responsible for protecting your personal health information you print out or download. It is
important to protect your information. Protect this information the same way you would protect
your banking or credit card information. Do not leave your printed information in a printer. Do not
save your downloaded information to a public computer. When using a public computer, save your
health information to a CD or a thumb drive. Remember to take the CD or thumb drive with you
when you finish.

IMPORTANT: Please note that any information entered in your My HealtheVet account is for you only and is not
shared with your VA facility. If you need to update the information in your official VA record, including the
mailing address for your VA prescriptions, please contact the appropriate office at your local VA facility.
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‘? How to Find the VA Blue Button
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1. To use the VA Blue
Button you have to be a
registered My HealtheVet user.

2. You can Login to your
personal account from any
page in My HealtheVet. Enter
your User ID and Password
in the Member Login area and

then select the Mtk

button.

3. There are two ways you can

access the VA Blue Button:

e You can select the
PERSONAL
INFORMATION tab at the
top of the page. This will
take you to the PERSONAL
INFORMATION page.

e You can select the Blue
Button icon. This will take
you straight to the Blue
Button page.

4. If you selected the
PERSONAL INFORMATION tab,
this page appears. There are
three ways on the PERSONAL
INFORMATION page to access
the Blue Button.

You can:

a. Select the DOWNLOAD MY
DATA tab at the top of the
page

b. Select the Blue Button
image in middle of the page

c. Or, select the word More>>
under the Blue Button
image.

DdCK LO 10p



-’ Using the VA Blue Button

The VA Blue Button provides you information you may want to download. Having a copy of your health
information may help you better manage your health care. You can share this information with your VA
health care team. If you visit a non-VA health care provider, the VA Blue Button makes it easy to share
your data with them too. The VA Blue Button helps you become a partner with members of your health
care team.

The VA Blue Button is simple, safe, and reliable. Use it to view, print or download information that is
available in your My HealtheVet account. Having this information to share with people you trust may help
you better manage your overall health. View a list of the current VA Blue Button Features.

You can get your VA Blue Button information in three file formats:

e Adobe PDF file format that is easy to read and print (.PDF file),
e Simple text format (.txt file),
e Custom VA Blue Button text format (.bluebutton file).

If you have an upgraded My HealtheVet Premium account, you may also download your VA Continuity of
Care Document (VA CCD). This is a standard electronic exchange document. It is used for sharing
patient information. To learn more about this feature, visit VA CCD Frequently Asked Questions, Or you
can select the link to the VA CCD User Guide located at the top of the My Download Request Page.

My Download Request

Blue Button To download your data:

Download My Download Request

My Data @ Y . 1. Login to My HealtheVet
Blue Button User Guide | VA CCD User Guide | Learn More | Protecting Your Personal Health Information a nd select BI ue Button

VA Blue Button 2. If you have a Premium

The VA Blue Button is simple, safe, and reliable. You can view, print or download all of the personal health information currently available in your My HealtheVet account. aCCOU nt, yo u WI ” h ave a n
Having this information to share with people you trust may help you better manage your overall health. View a list of the current VA Blue Button Features. .
S option to select one of the

You can get your VA Blue Button information in three file formats:

« Adobe PDF file format that is easy to read and print (.pdf file) fOI IOWl ng f| I es.
* Simple text format (.txt file)
* Custom Blue Button text format (.bluebutton file) @ Down |0ad my Customlzed

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr Blue Button data

VA Continuity of Care Document (VA CCD)

If you have an upgraded My HealtheVet Premium account you may also download your VA Continuity of Care Document (VA CCD). This is a standard electronic @ DOW n |Oa d my VA
exchange document. It is used for sharing patient information. This is a summary and not intended to be a copy of your complete VA health record. To learn more about . .
this feature, visit VA CCD. Continu |ty of Care

- s O Document (VA CCD) data
Download my customized Blue Button data
Download my VA Continuity of Care Document (VA CCD) data™
’ NOTE: If you do not have a

*This format may not be viewable in your browser

Premium account, these
options are not available and

you will only view the button
our information and your identity. Send your information to a safe site or device that you or someone you trust controls. Remember, once you have

d our information from My HealtheVet, it is your responsibility to keep it safe and private. Learn more about protecting vour personal health information. to Co nt| nue.

This is your personal health information. Your health care professional does not have access to this information unless you share it.

""""""""""""""""" e 3. Select the Continue
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If you selected Download my customized Blue Button Data

The VA Blue Button Download my Selected Data page lets you choose what type of information
you want to download. Having a copy of your health information may help you better manage your health
care. You can share this information with your VA health care team. If you go to a non-VA health care
provider, the VA Blue Button makes it easy to share your data with them too. The VA Blue Button
helps you become a partner with members of your health care team.

There are many ways you can download your information. You can choose a date range, select the types
of information you wish to include in your download or both. If data is not available (for a section that you
have selected) you will receive a message in that section.

On the Download My Selected
Download My Selected Data Data page you can:

Blue Button
Download
My Data «

Blue Button User Guide | Leam More | Prote

A vooritormaton wdote s compete. 1. Choose a Date Range to view
Siota' Mot ra: esec e of G aon YotV £ il P o oo o Dot and/or download your
information:
e 3 months
e 6 months
e 1 year
e Select Date Range

Select Types of Information

Self Reported Infor

2. In the Select Types of

VAHEALTH INFORMATION Information section, choose the
i information you would like to view
and/or download. You have four
options:

Self Reported Information Only

VA and DoD Information Only

All Types of Information

Select one or more types of
N— information (You will need to

go to the checkboxes and make

a selection)

3. Select IEEEESubmit

After selecting the Submit button, you will see the My Download Results page. Here you will be
presented with the options for retrieving the information you have selected to download. This page gives

you a table displaying the results of your download request for health information.
DOWHLOAD YOUR DATA

[ File Contents | File Name | File Size | RequestDote | Status | Option to Retrieve Data
¢ File Contents shows that you have Selected Health Data
¢ File Name shows you the name of the file to help you find it, if you decide to download
¢ File Size lets you know how large your file is
¢ Request Date shows you the date you made your request
e Status lets you know the status of your request (Updates in Progress* or Ready to Download)
¢ Options to Retrieve Data lets you choose if you want to download your data or just view or print
your data

*Note: If your status is Updates in Progress you can still download your file but it may not contain the
most up-to-date information. You may want to come back later in the day to receive a ready to download
file, since this means that the updates have been completed. This update occurs once per day.



Download your Health Information to a File

You have three file format options that you can use to download and save your data. Select either:
1. Download PDF File for a format that is easy to read and print (PDF file)
2. Download Text File for a simple text format (.txt file)

3. Download BlueButton File as a custom Blue Button text format (.bluebutton file).

DOWNLOAD YOUR DATA

Hile Contents HEgiee etabliate e s

Selected Health Data mhv_MHVASPXXI_20121003.pdf 157 KB 03 Oct 2012 @ 0941 & Updates in Progress Download PDF File
Selected Health Data mhv_MHVASPXXI_20121003.txt 27 KB 03 Oct 2012 @ 0941 4k Upd c enaag Download Text File
Selected Health Data mhv_MHVASPXXI_20121003.bluebutton 27 KB 03 Oct 2012 @ 0941 44 Updates in Progress Download BlueButton File

Opening mhv_MHVVETERAN_20100824. txt g‘

Youharechosento cpan When you select one of the

B mhy_MHYVETERAN_20100824.txt

F——— download options, a message box
o will ask if you want to save your

O cpenvih | oepag sfau) J information as a file. If you want

Oz to save a file, select OK; if not,

select the Cancel IEEZE button.

[[] Dathis automatically For files like this From now on,

n Your information is being updated...

Updates to your dats are stillin progress for the following types of information: 1 . S e I ect th e vi eW/ P ri nt

« VA Wellness Reminders =
- VA Appointments button Wi Prant tO
» VA Allergies
« VA Lzboratory Results d . d

Tiyou proceed with your download while updates are in progress, you may not receive the most up to date information, IS p I a y ata on yo ur
S ——————— screen or print the

requested data.

+ Download PDF file: download your information in Adabe PDF format [.PDF) which is easy to read and print, Vou will b able to view and print it before saving the file, I needed, you can obtain a free copy of the Adobe Reader for PDF files at
the VA Viewer Software page.

« Download Text file: download your information in 2 simple text format (1t) which can be read and printed by almost any computer.

+ Download Blue Button file: downlozd your information in 2 custom format (.bluebutton). This will mzke it ezsier for you to access and use your perzonal health information with other programs and services as they become available. 2' SeIeCt the Cancel

« View/Print: view your information in the browser window and print it out.

oo button EEEZM if you no

T S 7 S S AT T N longer wish to view,
Selected Health Data mhy_MHVASEXXI_20121003.pdf 157 k8 03 0ce2012 @ 0941 & updates in Progress pr|nt or download a

Selzctad Health Data mhy_MHVASPXXI_20121003 .6t 27 KB 03 0cr2012 @ 0941 A Updates in Progress Download Text File

Selected Health Data mhy_MHVASPXXI_20121003 blusbutton 27 KB 03 0cr2012 @ 0941 A Updates in Progress Downlosd ElusButton File Cco py Of yo ur d ata .

Itis important to protect your personal health information.

« You can cancel your download at any time,

+ B sure to save any downloads in a safe place,

« Anytime you download information from the Intemst it s possible to create a temporary file on the computer you are using, Please be aware of this when opening 2 fl on 2 computer you da not contrl,
+ All requests to download your persenal health information from My Healthe\/at are tracked. You can see these requests in your account activty history.

+ Visit the VA Blue Button & sked Questions ta leam more about the three fle formats.

A provsctyour information and

Entity. Send to 2 safe site or device that you or someons you trust controls.

This s your personef hesith informotion, Your hesith care professionsl does not heve access to this information unless you shere it




Personal Health Information Page

Personal Health Information of TESTE MHVITESTE

The printable irfarmation appears within this bordsr

(1 vz

This is a sample of how your data
is shown when you select the
View/Print button on
the My Download Results page.

1. To print your data, select the
Print IEEZM button at the top of
the page.

2. When you are done, select the
Done button at the top
of the page to go back to the
My Download Results page.

If you choose to view the VA Blue Button in your browser window, the Download Request Summary
section provides you with the following information:

e System request date and time
e The user request type
e File name

Back to Top



‘? Learn More

At the top of the My Download Request page is a Learn More link.

Blue Button

Download My Download Request
My Data @

Blue Button User Guide | VA CCD User Guide | _ | Protecting Your Personal Health Information

VA Blue Button

The VA Blue Button is simple, safe, and reliable. You can view, print or download all of the personal health information currently available in your My HealtheVet account.
Having this information to share with people you trust may help you better manage your overall health. View a list of the current VA Blue Button Features.

You can get your VA Blue Button information in three file formats:

e Adobe PDF file format that is easy to read and print (.pdf file)
* Simple text format (.txt file)
e Custom Blue Button text format (.bluebutton file)

VA Continuity of Care Document (VA CCD)
If you have an upgraded My HealtheVet Premium account you may also download your VA Continuity of Care Document (VA CCD). This is a standard electronic

exchange document. It is used for sharing patient information. This is a summary and not intended to be a copy of your complete VA health record. To learn more about
this feature, visit VA CCD.

9Q)pownload my customized Blue Button data
Download my VA Continuity of Care Document (VA CCD) data™

*This format may not be viewable in your browser

Continue | Cancel

A Protect your information and your identity. Send your information to a safe site or device that you or someone you trust controls. Remember, once you have
downloaded your information from My HealtheVet, it is your responsibility to keep it safe and private. Learn more about protecting your personal health information.

This is your personal health information. Your health care professional does not have access to this information unless you share it.

Learn More about the Blue Button

Blue Button is a tool that gives you a detailed view of your My HealtheVet personal health information in a file that you can download and save. This view provides
the health information you entered in My HealtheVet. This view may also provide information from your VA electronic health record as that information is released.
Your VA electronic health record information is available when you have an upgraded account through In Person Authentication.

When vou use the Blue Button, your My HealtheVet information is available for you to view and print. You can also download your My HealtheVet information to a
computer or other device (such as a CD or thumb drive). This lets you take your personal health information with you. You can choose to share this information
with your health care team, caregivers, other providers, or any others whom you trust.

Consider this: At one time, you probably paid your bills by mail and deposited your checks at your local bank. Now you can access your bank account, pay bills, and
deposit or withdraw funds through an ATM or a website. Your bank is pretty simple to use while still being safe, secure, and reliable.

Now consider how you get copies of your health records from VA, You still go to your local facility to reguest copies of your personal health information or you
might have requested them by phone. My Healthevet offers the ability to download your information through the Blue Button whether you're at home or at a
medical center or somewhere in between. My HealtheVet wants you to feel comfortable working with an organization you trust, who cares about your privacy and
security.

It is important to protect your personal health information. My HealtheVet gives you an account activity history showing when your data was downloaded. You can
also see who did it.

The Blue Button provides you easy access to an electronic copy of your My HealtheVet data as a benefit. The government wants to be open and transparent in
making your health information available to you. This gives you choices about how you use your information. You can get your personal health information anytime
and anywhere you can reach the Internet.

Other Options for Saving Your Downloaded File
You can save your downloaded information file to a safe location on your personal computer or to another device such as a CD or thumb drive.
What is a CD?

A Compact Disc (also known as a CD) is a round shaped disc used to store information from your computer. A CD is portable and requires special handling to
prevent damage to the recording. A CD is one of the most commaon ways to store information.

What is a thumb drive?

A thumb drive is a small electronic device used to store information from your computer. It also is called a flash drive or pen drive. A thumb drive is lightweight,
portable and easy to use for moving information. It fits into the USE slot on a computer. Then the computer can read your transferred information.

To get more
information on the VA
Blue Button select the
Learn More link.

The Learn More page
gives you a brief
summary of what the
VA Blue Button is and
the benefits of using
the VA Blue Button.

If you select the Learn
More link, this is what
you will view:

To leave the Learn More
page, select the Close
IEIZ button at the
bottom of the page. This
will take you back to the
page you were on when
you selected Learn More.

Back to Top



‘? Protecting Your Personal Health Information

At the top of the My Download Request page and the My Download Result page there is a link that
takes you to information about the importance of protecting your personal health information.

Blue Button

Download My Download Request
My Data e

To read more about why

it is important to protect
your personal health

VA Blue Button

Blue Button User Guide | VA CCD User Guide | Learn More I Protecting Your Personal Health Informanon!

The VA Blue Button is simple, safe, and reliable. You can view, print or download all of the personal health information currently available in your My HealtheVet account. data / se I eCt th €

Having this information to share with people you trust may help you better manage your overall health. View a list of the current VA Blue Button Features. P .
SR — rotecting Your Personal
You can get your VA Blue Button information in three file formats:

¢ Adobe PDF file format that is easy to read and print (.pdf file) Hea Ith Informatlon I n k-

o Simple text format (.txt file)
e Custom Blue Button text format (.bluebutton file)

VA Continuity of Care Document (VA CCD)

If you have an upgraded My HealtheVet Premium account you may also download your VA Continuity of Care Document (VA CCD). This is a standard electronic
exchange document. It is used for sharing patient information. This is a summary and not intended to be a copy of your complete VA health record. To learn more about
this feature, visit VA CCD.

Q) pownload my customized Blue Button data
Download my VA Continuity of Care Document (VA CCD) data™

*This format may not be viewable in your browser

Continue |l Cancel

A Protect your information and your identity. Send your information to a safe site or device that you or someone yo kst - V=Y =
downloaded your information from My HealtheVet, it is your responsibility to keep it safe and private. Learn more aboutfprotecting your personal health information. I

This is your personal health information. Your health care professional does not have access to this information unless you share it.

To leave the Protecting
Information page,

* Do ot re-use your password on other sites. This may allow others to steal your password from less secure websites ;:":{:;f;;':mDE:U:L“ZCWNH seIeCt the CIose m
i —— button at the bottom of
the page. This will take
you back to the page
you were on when you

5y to get distracted and leave something hehind, da not let that something be your personal information!

Passwords

o Keep your pa et, sale and secure. If you need to writs them down, put them in a safe, secure place

ter purchasing an encrypted flash drive. You may alsa encrypt of require 3 password to 3ccess 3 €0

« Keep your flash drive ur other important information

& When you no longer ry
Printing
« Keap papar copias in a safa and s

+ Make sure you take all printed pag:
« Destray paper copies you no longe:

selected Protecting
o make sure that they safeguard your ‘V:‘é"-:’\!\'-o Your Personal Health

ealth information. Protect it and ks
protection

o Information.

+ Emai is not secure and can travel over the INtemet without pratection. Because of this, Someone other than the sender can tamper with it
t contain parsonal information, This inch a1 security number, full name, street address, birth date, mother's maiden name, or any information or combination of information that can be used to
e

Throughout the VA Blue Button pages, there will be the following reminders about the
importance of protecting your health information:

ity ne
+ I you with to snd yous information by emai, you e ta use encryption Schtwars Eo proTect your message and any fe you atEach bo your amail. You ean kearm much more rom US-CERT

A Protect your information and your identity. Send to a safe site or device that you or someone you trust controls.


https://www.myhealth.va.gov/mhv-portal-web/resources/jsp/help.jsp?helpForPortalPage=protectDownloadDataHealthInfo
https://www.myhealth.va.gov/mhv-portal-web/resources/jsp/help.jsp?helpForPortalPage=protectDownloadDataHealthInfo
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{ 4
" Account Activity History
The Account Activity History lets you know who saw your account, when a change was made, and what
the change was. With this feature, you can view and print up to 12 months of your account activity. My

HealtheVet guards your privacy. You can read more about this in the Privacy & Security link available at
the bottom of each My HealtheVet page.

To View your Account Activity History

0 DL RIMUTGLUES [ PHARMASY | BEGEARCM MEAITH | GET CARE | TRACKHEALTH | MHV COMMUNITY

N ccount HEALTHINFORMATIONCARD‘

To view your Account
Activity History:

Account Manage your My HealtheVet Account 1. Login to your My
Change Password Manage your My Healthevet account, change your password and learmn sbout Authentication. HealtheVet account
coount Activity Histary 4 2. Select the Personal
In Person Authentication Change Your Password - Here you can change the password that you use to log in to your My Information ta b at the

HealtheVet account.

top of the page
3. Select the Account sub-

Monitor your account activity history - who accessed the account or made a tab
el (= oo mae made and when, Activity within your account may be performed by you, the . .
My Hea\the\/et In-Person Authenticators, and the My Healtheliet Help Desk staff. My HealtheWet guards 4. Select Account Act|V|ty

your privacy on the national site in accordance with applicable federal laws.

History.

Authentication - Here vou can learn about the authentication process that is nesded to upgrade to a
Prerium My Healtheiet account (In-Person and Online Authentication)

Account Activity History

Printer Friendly | Help (2]

Account Activity Summary for

When you open the Account
Activity History page, you

With this feature, you can view and print up to 12 months of your account activity (such as logins and password changes).

View Activities within a date range: VieW a table Wlth the type Of

You can view activities dating back to Oct 3, 2011 act|v|ty’ Who d|d |t, the date

From: e — and time it was done, action

s ot llos v famiz and result. If there is activity

Performed By: [Everyone 2 you do not understand, please
i contact the My HealtheVet

36 items found, displaying 1 to 10 Help DeSk by seIeCtlng the

Eﬁsnz‘fhpxar?;fl;'nis to4d:_glfaﬂﬁjsetr page: 10 25 50 100 ContaCt M Hv ta b .

[ bote/Time o[ performedby | _actvity S| hcton 5| Result 3]

10/3/2012 1,59 PM COT Self Login/Logout Login Successful

10/3/2012 159 PM COT Self Login/Logout Logout Successul

10/3/2012 152 PM COT Self Download Download My Custom Data blusbutton Successful

10/3/2012 158 PM COT Self Download Download My Custom Data Successul

10/3/2012 152 PM COT Self Download Download My Custom Data pdf Successful

10/3/2012 158 PM COT Self Download Print My Custom Data Successul

10/3/2012 152 PM COT Self Download Wiew My Custom Data Successful

10/3/2012 157 PM COT Self Download Custom Download Requested Successul

10/3/2012 154 PM COT Self Login/Logout Login Successful

10/3/2012 1:22 PM COT Self Login/Logout Login Successul

36 items found, displaying 1 to 10
First/Prew 1, 2, 2, 4 Next/Last
Number of rows to display per page: 10 25 50 100



View Activities within a date range - lets you choose the dates for the activities you want to
view.

Arrount Account Activity History TO set a date ra nge:
Member Log]
=1.1] : : Ermbr Frogndly % | Help @ Logged Cm As:
Aensat by Mty Account Activity Sumamary lor TESTE MHVITESTE 1. In the From: SeCtIOI'] use
changa SR RGBT LS L SR STyt St ety [nh an ogms s papanend the drop down lists to
I\.l'h\w Activities within a date range: enter YOUI" Start day,
T CAN e ACIILEE QALmG DACK T0 Ay 16, 2009 Quick Links
@—w— ol [l (EoE month, and year.
@_» s ¥ (169 e B v 2. In the To: section use the

Pertermad b= (B 3 tagesy drop down lists to enter
" i your stop day, month,
and year.
3. To view your activities

.H‘iﬂ]‘z‘:‘l‘m“ Mh\nl‘.‘ _EE--E- . .
Gimiad  DowlosdRecuwmed  Suecasel within your chosen date

S range, select the Search
Loanlodedt Legan eyt button.

Back to Top

View Activities Performed By - lets you sort activities based on who has accessed your
account.

Recne Account Activity History To sort activities based on
Mibimbier Logd
s S e e b g On who has accessed your

Aeneat Aoty Histery Account Activity Sumsmany Tof accou nt, Choose one Of the
Crangar) R Y FA T AR D E3 et of o s s (g logme s panaerd options from the Performed By
View Activities within a date range: drOdeWFI ||St.
Veu S8 v Bethiliad datng Bk 1o e 16, 2000 Quick tinks
Frems by o 14 8 (280 &
Ta: il e Eem

Everyone

Everyone But Self

Help Desk Administrator
MHV Authenticator

e n'.

- [ Pertormod oy + ] Aciity 21 Acton ]~ hesen ¢} Self
WLA010 4:390H DT salf Bl Dwnlg ad Raguasted i System
B/LE/2010 4:35PH EDT Sell Dornbd Dewrdoad Completed St il

LB & 26PH EDT Sel Downicad Downinad Beuested Unknown

B I8/2010 4: 1

EOT Sall Lognloast  Logn Suxrapph

10 &: 8P EDT Lol Lisndpast




Account Activity History — To View Details Page

To access a detailed view of your Account Activity History, select the link to the activity about which

you want more information.

Account Activity History

Menilief | o)
Bty Freindli | Heip @ Logged Om Ric
decreanl Activity Hisbery
Account Activity Summary for
to 12 meentls of your scrnunt activity (such &
Wiew Activitles within a date range:
dating Bk o g 16, 3009 Uuick Links
Firda AW e 0w |.IJ.1
L A1-015
T 1 R RE vm 1F v an|
call:
10003
Performed By: | Frerrone w {BI55)
» iy [

Prav 1, 2. 34 3 0 2 B 5 10 et ast o By Wi
Numbir of rews 1o Suplay per paga: 10 25 501 e
LA/3000 4:36PM § o Dowrioad Begueited anh e B

T Dewrload Cormpletad

i ]

August 2010

E
The Power of a Smile = l‘:’/

9 CASE OF EMERGENCY | PROFILES | DOWNLOAD MY HEALTH INFORIATION | ACCO

Account Activity History NOnba L e

Brinter Friandly & | uip @ Logged OnAs.

Account Activity Summary for m
Date/Time: 08/17/2010 10:57 CST
Performed By: Self
Activity: Download

Y & Quick Links
Activity Details: None
Action: Download Requested
Result: Successful

(8255)

You can view details about an
activity by selecting the link
for that activity under the
Activity column.

This will take you to the
Details Page.

The Details Page gives you
information about a selected
activity and includes:

Date/Time
Performed by
Activity
Activity details
Action

Results

Select the Return to
Summary

_Return to Summary_[ITarela e

return to the Account
Activity History table.

If you chose to customize your download, your Account Activity History may show the following

actions:

Custom Download Requested

View My Custom Data

Print My Custom Data

Download My Custom Data

Download My Custom Data .pdf
Download My Custom Data bluebutton
Download My VA CCD

VA CCD Download Requested

Back to Top



.’ Frequently Asked Questions, Help and Contact MHV

At the top of every page is a white bar where you can get support.

Select FAQs to take you to Frequently Asked Questions and get answers to common questions about

the VA Blue Button.

Select Help to find more information about the page you are viewing.

Select Contact MHV to send a message to the My HealtheVet Help Desk.

%:j UsitioStares -
N _

DepARTMENT OF VETERANS AFFAIRS

VA Home
R E

7/ly healthovet

PERSONAL INFORMATION | PHARMACY
LEARN ABOUT | WHAT'S NEW? | COMING SOON |

RESEARCHHEALTH | GETCARE | TRACKHEALTH

W& Facility Locator  About MHY  RSS Feedsj Help FAQs  Contact MHY

MHY COMMUNITY

B3

Service Interruptions: As we continue to make improvements to My HealtheVet, some Veterans
may discover they are unexpectedly 'bumped off’ after logging on. If this happens, please contact
your local VA pharmacy to confirm the status of your refill request. You should also call ahead to
confirm any upcoming appointments. For a listing of medical centers and clinics with phone number
contacts, please visit the VA Facility Locator online. We apologize for the inconvenience and
appreciate your patience as we improve the site.

New Registration: From 4:00 p.m. (EDT) Saturday, September 29 until 3:00 p.m. (EDT) Sunday,
September 30, new VA Patient registrations are not possible while the system is undergoing
maintenance. All other features of My HealtheVet will be working normally.

In the Spotlight

Back to School: Transitioning
| from Servicemember to
~ Student

Upgrading to a Premium
Account

Is a My HealtheVet Premium
account for you? If you are a
Veteran using the VA health care
system, then the answer is yes.
To upgrade to a Premium account,
you need to go through
authentication. This is a process
that helps protect your
information. It is used to verify
your My HealtheVet user identity.

What you need to know »

9 Download My Data

‘ Prescription Refill
R

Member Logout
Logged On As:

Quick Links

« Veterans Crisis
Line
If you are in
crisis call:
1-800-273-TALK
(8255)

+ Authentication

o L5 RSS Feeds

R =TI, PV Jap

Back to Top



@
" Definitions
Data

Data is your health information in words and numbers. The VA Blue Button refers to health information
and numbers you entered in your My HealtheVet account and the copies from your official VA electronic
health record as your data.

Back to Top

Compact Disc (CD)

A Compact Disc (also known as a CD) is a round disc used to store information from your computer. A CD
is portable and requires special handling to prevent damage to the recording. A CD is one of the most
common ways to store information.

Back to Top

Thumb drive

A thumb drive is a small electronic device used to store information from your computer. It is also known as a flash
drive or pen drive. A thumb drive is lightweight, portable and easy to use for moving information. It fits into the USB
slot on a computer. Then the computer can read your transferred information.

Back to Top

Authentication

Authentication is a process used to verify a My HealtheVet user's identity before allowing them access to
their VA health record. This process must be completed to get an upgraded_Premium My HealtheVet
account.

Veterans with an upgraded Premium account are able to:

View VA Chemistry/Hematology Lab results

Receive information on their VA Appointments, including email reminders

View VA Allergy and Adverse Reactions records

Receive VA Wellness Reminders

View additional parts of their VA health record, as they become available

Use Secure Messaging to communicate with their VA health care team

View Department of Defense (DoD) Military Service Information (for some Veterans)

Veterans can upgrade their account through either In-Person or Online Authentication. Before
Authentication can occur, a Veteran must be:

e Enrolled at a VA health care facility
e Registered as a VA Patient in My HealtheVet

To upgrade their account online, a Veteran will also need to:

e Have a DS Logon Premium Account

e Have their My HealtheVet account information (full name, Social Security Number, date of birth,
and gender) exactly match what is in DEERS

e Connect their DS Logon Premium account and their My HealtheVet account (to learn more, visit
Connecting Accounts: Frequently Asked Questions)

Back to Top


https://www.myhealth.va.gov/mhv-portal-web/anonymous.portal?_nfpb=true&_nfto=false&_pageLabel=spotlightArchive&contentPage=ipa/mhv_account_status-definitions.html#premium
https://www.myhealth.va.gov/mhv-portal-web/anonymous.portal?_nfpb=true&_nfto=false&_pageLabel=newsHome&contentPage=ipa/ipa_instructions-anonymous.html#DEERS
https://www.myhealth.va.gov/mhv-portal-web/resources/jsp/help.jsp?helpDirectRequest=Connecting_Accounts_faq.htm

VA Continuity of Care (VA CCD)

A CCD is an electronic document in an .xml file format*. It uses recognized standards to support the
effective exchange of information between health care systems and/or providers.

The goal of a CCD is to:

e Provide a summary of a patient’s essential health and medical care information that can be used
for the continued care of the patient.

e Allow for information about the patient in one health system to be exchanged with another health
system that is providing care to the patient.

e Be used by patients within other computer applications or systems that can accept this type of file.

Note: .xml is a kind of file format that stands for Extensible Markup Language. It is only viewable to
computer applications that have the capability to read or process .xml files.

The VA Continuity of Care Document (VA CCD), contains essential health and medical care information
from your VA Electronic Health Record. The VA CCD was designed to allow you to share a summary of
your VA health information with a non-VA health care system or provider.

At this time, the VA CCD can only be read by a computer application that has the capability to read or
process an .xml file. Some computer application browsers (such as Firefox or Internet Explorer), may or
may not allow the .xml file to be human-readable.

For more information about the VA CCD, visit the Frequently Asked Questions.
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https://www.myhealth.va.gov/mhv-portal-web/anonymous.portal?_nfpb=true&_nfto=false&_pageLabel=faqsHome

