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Introduction

What is My HealtheVet?

My HealtheVet is the gateway to Veteran health benefits and services.
My HealtheVet provides:

Access to trusted health information,

Links to Federal and Veterans Affairs (VA) benefits and resources,
Personal Health Journals,

Online VA prescription refill,

VA Wellness Reminders,

Viewing VA Appointments and

Secure Messaging.

In the future, My HealtheVet registrants will be able to view other key
portions of their VA medical records online as they become available.

My HealtheVet is a powerful tool to help Veterans better understand and
manage their health.

Using My HealtheVet Documentation

Related Manuals
My HealtheVet User Manual

The Organization of this Manual

This manual is organized in the way most people will use My HealtheVet
Secure Messaging. It begins with how to log into Secure Messaging and then
how to use the various features.

We hope the organization of this manual will help Veterans understand the
basic layout of My HealtheVet Secure Messaging and provide them with
information about the specific features they may use to communicate with
their participating VA Health Care Teams.
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Getting Started with My HealtheVet Secure

Messaging

The My HealtheVet Secure Messaging feature is being introduced in a phased
release, and is expected to be available at each VA medical facility by the end of
September, 2011. Your health care team must be set up and participating in
order for you to communicate with them through Secure Messaging. If you have
guestions about when Secure Messaging will be available to you, ask to speak to
the My HealtheVet Coordinator at your VA facility.

To participate in My HealtheVet Secure Messaging Veterans must be receiving
health care services from VA, register on My HealtheVet as a “VA Patient”, and
complete the In-Person Authentication (IPA) process at their local VA facilities.

In-Person Authentication (IPA) is a process by which the VA verifies Veterans'
identities before allowing access to their personal VA health information. VA
patients must:

e Create a personal My HealtheVet account and identify themselves as a
VA Patient,

e Visit a local VA facility and present a government-issued photo
identification (Veteran Identification Card or VIC card can be used to meet
this requirement),

e View the My HealtheVet Orientation video (either online or a VA facility),
and

e Complete and sign VA’s Release of Information Form #10-5345a-MHV.

Many VA facilities conduct In-Person Authentication (IPA) at registration, during
regular clinic visits or by request.

Secure Messaging is a communication channel for patients and VA Health Care
Teams, allowing them to collaborate and build a partnership in order to improve
patient health outcomes. Secure Messaging should be only used for non-
urgent, non-critical communication.

Login to My HealtheVet Secure Messaging

To access My HealtheVet Secure Messaging, go to www.myhealth.va.gov, login
to your personal account (Member Login box on right side of the screen), and
click the “SECURE MESSAGING” tab.
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Virtual Tour
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Download {ZIP 48Mb) »
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Member Logout
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Click the orange “Open Secure Messaging” button to begin to use Secure
Messaging.

Usaren Stares e
DEPARTMENT OF VETERANS AFFAIRS ‘

— Healthy Liv

hea[th Et wa Facility Locatar | About MHY | Help Contact MHY | Search: :

PERSONAL INFORMATION | PHARMAGY | RESEARGHHEALTH | GETCARE | TRACKHEALTH | KHY COMMUNITY [REGISHILIRE 0]

January 201

Secure Messaging Lc

Seoure Messaging can be used to request an appointment at your WA facility, request a .

wa medication renewal, request an address change, or ask your primary care team Secure Messaging
fquestions. If your clinic is nat currently participating in Secure Messaging, please he |
patient, It will take some time to implement this feature at every dinic nationwide,

Please note: Secure Messaging is offered through primary care providers. You should
continue to follow your normal methods to contact other clinics,

The ¥A is introducing Secure Messaging, a way to communicate online
with your health care team through your My Healthe¥et account. Secure
Messaging is being rolled out across the ¥A in phases over the next year.
If you're not using Secure Messaging yet, talk to your health care team to
see when Secure Messaging will be available at your ¥4 facility.

Opt In to My HealtheVet Secure Messaging

When you open Secure Messaging for the first time, you will be presented with
the Terms and Conditions for using My HealtheVet Secure Messaging.

Read the Terms and Conditions and accept by clicking the radio button next to “I
have read the Terms and Conditions and would like to Opt In.” Then, click the
“Submit” button to open a Secure Messaging account.

Secure Messaging

$SE T

If you agree to the following Terms and Conditions, please select "Opt In" to enter Secure Messaging

Terns and Conditions -

Opt-In (Open a Secure Messaging Account)

Secure Messaging is to be used only for non-urgent, non-life threatening
communication. If you have an urgent or life threatening issue, call 911
or go to the nearest emergency room.

[Your decision to use Secure Messaging is voluntary and does not affect your
ability to contact your facility directly to speak with your health care
provider. Secure Messages may be screened by administrative staff before
[being forwarded to a health care provider.

To participate in Secure Messaging, you must be a VA patient with an active
My HealtheVet account who has completed the In-Person Authentication (IPA)

process. If you close your My HealtheVet account or lose your IPA status,

lyou will no longer be able to access Secure Messaging.

\ =
@ | have read the Terms and Conditions and would like to Opt In m m
¢ OptOUt Nt
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Navigating Secure Messaging Inbox

Secure Messaging opens to your Inbox. From the Inbox you can do several
things:

1. You can create a new message by clicking the “New Message” button on
the left side of the screen.

2. You can open your Inbox, Drafts, Sent, and Deleted folders for your
Secure Messaging account. Under the “New Message” button, click the
link for the desired folder. Secure Messaging will open the folder you
selected. * Notice the number in parenthesis () next to the links; this
number tells you how many messages are currently in this folder.

3. You can create your own folders within your Secure Messaging account.
Under “My Folders” click the add new folder link and enter a name for your
folder. Later, if you want to make changes to a folder you have created
(for example rename the folder), click the edit link next to “My Folders” and
then make the desired changes.

You are logged in as: MHVSM

Secure Messaging \ M _\1 ﬁ

@ f
4 5 6 Help @ | Contact Us | Preferences

1 Nestass_a,‘ |nbOAX/ / /

Inbox (1) G | Move Selected to .. v Messages 1 of 1

2 foets [0

Next | Last

Sent ] nt_clinician, SM Draft secure message 2 06042008 08:21 AM
Sen

Deleted

The Inbox contains all the new messages that you have received. For each
message listed you will know:

¢ who the message is From
e the Subject of the message
¢ the Date and time of the message

You have the ability to search for messages within your Inbox.

4. Click the “Search...” button. You will be able to enter Search Criteria -
From, Subject, and Date Range — and then click the “Search” button.
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You also have the ability to select certain messages — click on the box 0 next to
the message in the “From” column — and then you can:

5. Delete the selected messages by clicking the “Delete Selected” button.
Note: Messages that are deleted will remain in the Deleted folder for 14
months, then they will be saved to a Secure Messaging database
indefinitely.

6. Move the selected messages to a folder within your Secure Messaging
account by clicking the drop-down arrow ¥ next to “Move Selected to...”
to select from a list where you want to move the message (Deleted or one
of your other personal folders under My Folders) and then click the “Move”
button.

Open Messages from the Inbox

To open a message in your Inbox, click on the message link under the “Subject”
column.

My Healtthet You are logged in as M —

Secure Messaging RSN n-

New Message [MT1]eYe) 4
R ——
Inbox (1) Move Selected 0 ..

Drats  [0]

v Messages 1 of 1 Nex | Last

Sent 1 nt_clinician, SM Draft secure message 2 06042008 08:21 AM
Deleted
My Folders &di
add new folder
9
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Message Management

My HealtheVet Secure Messaging allows you to communicate with your
participating VA Health Care Team in a secure environment within the My
HealtheVet portal. You have the ability to send and receive messages from your
Health Care Team, as well as manage and maintain your messages within your
Secure Messaging account.

Create a New Message and Send

Create a new message by clicking on the “New Message” button in your Inbox.

You are logged in as: MHVSN

Secure Messaging \ /‘//;..\1 "]

Help @ | Contact Us | Preferences

New Message [MTy]eTo)

Inbox (1) il | Move Selectedto .. v Messages 1 of 1 Next | Last
Dratts (0] [ TOM RS, A— et . i‘l‘ e ‘
Sent [ nt_clinician, SM Draft secure message 2 06042008 08:21 AM

2e0

Deleted

To create a new message, fill in the appropriate information:

1. Select the Health Care Team for whom the message is for by clicking the
drop-down arrow * for “To:” — only your participating VA Health Care
Team will appear in the list.

2. Select the Subject of your message by clicking the drop-down arrow
for “Subject:” — you have 4 options to choose from:

e Appointment: Choose this to ask about a future or existing
appointment.

e Medication: Choose this to renew a medication or ask a question
about medication.

e Test: Choose this to ask about a test result or about a future test or
procedure.

e General: Choose this for all other non-urgent issues. Note: If you
choose General, use the space next to the Subject field to type in
additional information about your subject.

3. Type your message.
10
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4. When you have completed the message, click the “Send” button. Note:
You also have the options to save the message as a draft (click the “Save
as Draft” button) or cancel the message (click the “Cancel Message”

button).
W 7f healthevet You are logged in as: EMMA MHVSMFIVE

Help @ | Contact Us | Preferences

Secure Messagin \w R -

New Message GanceliMessage 1
———
From: MHVSMFIVE, EMMA ;
Inbox  (65) Attention
To: [ 3 This messaging system should be only used for non-
Drafts  [1] = urgent, non-critical communication! Please direct
S . any urgent or critical concerns to your provider's office
Sent 2 I Subject: General » I via telephone or in-person.
Deleted [9]

My Folders edit 3

dd new folder

Read Messages

After clicking on a message to view (click on the link in the Subject column), you
can read the entire message.

MY Healthgvet You are logged In as

Secure Messaging

New Message [N [1]eJo) ¢
Inbox (1) IRCEERETTE | vove seiecteato v R wessages 1011
3 |

Drafts  [0] From Subject _

Sent 1 nt_clinician, SM Draft secure message 06042008 08:21 AM
Deleted

My Folders &di

add new folder

1. If there are any previous messages within this thread of messages they
will be viewable at the bottom of the message in the Previous Messages in

Thread section.

2. If your Health Care Team has sent you a file you will see an attachment
icon # and a link next to the Subject fields. To open the attachment,
click on the link next to the Subject fields (follow your computer’s
instructions for opening or saving the attachment).
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3. You have the ability to print messages. Click on the “Print Message”
button and then click the Print link at the top of the page (follow your
computer’s instructions for printing). When you have completed printing
the message click the Done link at the top of the screen.

7/6// healthevet You are logged in as: EMMA MHVSMFIVE

: oy P
Secure Messaging : n -
e .
Help @ | Contact Us | Preferences
: | Sent: 10/27/2010 01:39 PM ¢ Previous Message | Next Message =
box © (B4) From: MHVSYSTESTTHREE, THREE 2
Drafts  [1] To: MHVSMFIVE, EMMA
Sent Message ID#: 36347 /
Deleted  [9] Subject: General General Inquiry & Stored-Proc pdf

VA EE SRl pttached File.

Previous Messages in Thread

add new folder

Reply / Send Messages

After reading a message, click the “Reply” button.

776// healthevet You are logged in as- EMMA MHVSMFIVE

o Qi
Secure Messaging/ \/m uw;‘ >

Help @ | Contact Us | Preferences

New Message Move Selected to ... v Delete Message Print Message

4= Previous Message | Next Message =

— s Sent: 10/27/2010 01:39 PM
nbox _ (64) From: MHVSYSTESTTHREE, THREE

Drafts  [1] To: MHVSMFIVE, EMMA

Sent Message ID#: 36347

Deleted  [9] Subject: Genera General Inquiry & Stored-Proc pdf

VA EET SRR attached File.

Previous Messages in Thread

add new folder

After clicking the Reply button, type a response, and then click the “Send” button.
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7/7!] healthevet You are logged in as- EMMA MHVSMFIVE
3 - S I -

Help @ | Contact Us | Preferences
New Message Cancel Message

” From: MHVSMFIVE, EMMA

Inbox  (64) To: MHVSYSTESTTHREE, THREE (dayt29)
Drafts  [1] Message ID#: 36346
Sent Subject: Genera

General Inquiry
Deleted E]

My Folders edit

Your response. .

add new folder

Previous Messages in Thread

—-—-Original Message-----—-——--——--—-
Sent: 10/27/2010 01:39 PM

From: MHVSYSTESTTHREE, THREE

To: MHVSMFIVE, EMMA

Subject: General Inquiry

Attached File.

Delete / Close Messages
After reading a message you can choose to delete or close the message.

¢ To delete a message, click the “Delete Message” button. Secure
Messaging will move the message to the Deleted folder located under the
“‘New Message” button on the left side of the screen. Note: Messages
that are deleted will remain in the Deleted folder for 14 months, then they
will be saved to a Secure Messaging database indefinitely.

e To close a message, click the “Close” button on the right side of the

screen. Secure Messaging will close the message (it will remain in your
Inbox).

77@ healthevet You are logged in as: EMMA MHVSMFIVE

Secure Messaging . \w a y

Sent: 10/27/2010 01:39 PM 4 Previous Message | Next Message e
Inbox__ (64) From: MHVSYSTESTTHREE, THREE
Drafts  [1] To: MHVSMFIVE, EMMA
Sent Message ID#: 36347
Deleted  [9] Subject: senera General Inquiry & Stored-Proc pdf

My Folders edil ISRIINCRE S5

Previous Messages in Thread

add new folder
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Save Messages as Draft

After writing a new message or a response to a message (you must have
selected a recipient, Subject, and typed a message), you can save the message
as a draft.

1. Click the “Save as Draft” button.

2. Secure Messaging will save the message in the Drafts folder. In order to
retrieve the draft message, click on the Drafts link under the “New
Message” button on the left side of the screen.

777// healthevet You are logged in as: EMMA MHVSMFIVE

0

e .
Help @ | Contact Us | Preferences

Secure Messaging

New Message CEER [NEEETE

o4 From: MHVSMFIVE, EMMA
Inbox_ (64) To: MHVSYSTESTTHREE, THREE (dayt29)
Orafts  [1] Message ID#: 36346

ent Subject: Genera General Inquiry
Deleted  [9] Your responss

My Folders edit

add new folder

Previous Messages in Thread

——-Original Message———————————
Sent: 10/27/2010 01:39 PM

From: MHVSYSTESTTHREE, THREE

To: MHVSMFIVE, EMMA

Subject: General Inquiry

Attached File.
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User Preferences / Settings

My HealtheVet Secure Messaging allows you to set various preferences within
your account.

To access the Preferences section, click the Preferences link.

| ;i\r) Pt Close Secure Messagng X
: You are logged in as: MHVSM
A &
Secure Messaging \ /‘// \1 «u\
Help @ | Contact Us | Preterences
v Message [T ]eJo)

m Delete Selected Move Selectedto ... v Messages 1of 1 Next |Last
Drafts  [0] ﬂ_A-m_L_L
Sent [ Int_clinician, SM Draft secure message 2
2e0

06/042008 08:21 AM

Deleted

New Message Notification

You have the ability to receive an email letting you know when a new message
has arrived in your My HealtheVet Secure Messaging account. The email will be

a simple message that states you have a message waiting in My HealtheVet
Secure Messaging.

1. On the Preferences page under “New Message Notification”, type your
email address in the “Email:” field. (If you provided an email address
when you registered with My HealtheVet this field will be filled in with that
email address. You can make changes to the email address if you wish.)

2. Click the drop-down arrow * under “Notify Me:” to select your preference
for when to be notified by My HealtheVet — select either “All messages” to
receive a naotification with the arrival of every message in your Secure
Messaging account, or select “Once daily” to only receive a notification

once a day for any messages that arrive in your Secure Messaging
account.

3. Click the “Apply” button to save your preferences.
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/iy healthevet

< u kK

Secure Messaging

New Message
Preferencels

Inbox  (64) r

New MessagegNotification
Receive emaj ification of the arrival
of new £5.

Email 2

Drafts [1]
Sent
Deleted 9]

My Folders edi

add new folder

[ermT —

You are logged in as: EMMA MHVSMFIVE

e - ) -
e S

Help @ | Contact Us | Preferences

Participation Status
Press Button to Opt out of Secure
Messaging.

Notify Me:

Each message v

Opt Out of Secure Messaging

Signature

messages and replies.
Name:

Create and edit Signatures for outgoing

Title:

O Include Signature

Participation Status

You have the ability to change your participation status from Opt In to Opt Out.

On the Preferences page, click the “Opt Out of Secure Messaging” button to
change your participation status.

/iy healthevet
Secure Messaging

New Message
Preferences

Drafts  [1]
Sent
Deleted E)]

My Folders edit

add new folder

EEE )

You are logged in as: EMMA MHVSMFIVE
£y
.n -

-

Help @ | Contact Us | Preferences

New Message Notification
Receive email notification of the arrival
of new messages.

Email:

Notify Me:
Signature

Create and edit Signatures for outgoing
messages and replies.

Name:

| |
Title:

| |

O Include Signature

| [Participation Status

Press Button to Opt out of Secure
Messaging.

Opt Out of Secure Messaging
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You will be re-directed to the Terms & Conditions page. You must click the radio
button next to Opt out and then click the “Submit” button. Note: You will be
asked to confirm your decision to opt out (click the “Confirm” button).

‘tt**.: Clase Secure | ""':'.'_,o._
7/%? healthzvet You are logged in as: EMMA MHVSMFIVE

Secure Messaging \,/"//?‘(ﬁ-\l ﬁ :

Welcome to Secure Messaging

If you agree to the following Terms and Conditions, please select 'Opt In' to enter Secure Messaging

You are currently Opted In to use Secure Messaging

Terms and Conditions

>

Opt-In (Open a Secure Messaging Account)

Secure Messaging is to be used only for non-urgent, non-life threatening
communication. If you have an urgent or life threatening issue, call 511
or go to the nearest emergency room.

Your decision to use Securs Messaging is voluntary and does not affect your
ability to contact your facility directly to speak with your health care
provider. Secure Messages may be screened by administrative staff before
being forwarded to a health care provider.

To participate in Secure Messaging, you must be a VA patient with an active

My HealtheVet account who has completed the In-Person Ruthentication (IER)

process. If you close your My HealtheVet account or lose your IPR status,

you will no longer be able to access Sscurse Messaging. »

\@ | have read the terms and conditions and would like to Opt in

O Opt out b | cancel |

Once you opt out of Secure Messaging, you will no longer be able to send secure
messages to your Health Care Team through My HealtheVet. Note: If you
decide to opt out and then opt back in, any previous messages in your account
will not be retrievable.

Signature

You also have the ability to add a signature block to all messages that you send
through Secure Messaging.

17
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__ CJuse Secure Messaging )
/iy healthevet

You are logged in as: EMMA MHVSMFIVE

Help @ | Contact Us | Preferences
New Message
Preferences

Inbox  (64)

1 New Message Notification Participation Status
Drafts [ ] Receive email notification of the arrival Press Bution to Opt out of Secure
Sent of new messages. Messaging.
Email: Opt Out of Sec
Deleted [9] mail Opt Out of Secure Messaging

. Notify Me:
edit
My Folders _cd!

add new folder

1
= T ~
Signature

Create and edit Signaturgg for outgoing
messages and replie;

Name: 2
3 \ﬁtle: 2
O Include Signature ,

1. Type your name as you wish it to appear in the signature block (required
field).

2. Type atitle to be included in your signature (required field).
3. Click the check box next to Include Signature.

4. Click the “Apply” button.
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Additional Information on Secure Messaging

*** Remember: Secure Messaging should be only used for non-urgent, non-
critical communication.

As with all My HealtheVet pages, if you need additional help with using Secure
Messaging click the Help @ link located at the top of every screen within Secure
Messaging.

Close Secure Messaging X

You are logged in as: MHVSM

——— > a
Secure Messaging \_/‘/ N n

inbox

Inbox (1) CEEEECI Move Setecedto .. v| [T Messages 1.0f 1

Next | Last

Drafts  [0]
Sent [] Int_clinician, SM Draft secure message 2 06/04/2008 08:21 AM
Deleted

And, you can use the Contact Us link to submit a question / suggestion to the My
HealtheVet Help Desk.

ceow ok K

7/&!; healti'met You are logged in as: TWENTY MHVNTEF‘AT;ENT

Secure Messaging \MQ ij

Help @ | Contact Us | Preferences

Close Secure Messaging

BAEEEETS | Contact Us

m g PLEASE NOTE: This is not an emergency contact system. If you need emergency medical care, please call 911 or go to your

o] nearest VA medical center. If you need to speak to a professional emergency crisis counselor, please contact VA's Crisis
Drafts Hotline at 1-800-273-TALK. Counselors are available 24/7 at this number.

Sent

Deleted If you have a technical question related to the Secure Messaging website, please fill out the form below completely, and click Submit. Our

goal is to reply to your questions by the next business day.

My Folders i1 "Indicates Required Information

Completed First Name: * MI:  Last Name: *
add new folder [TwENTY | [ | IMHVNTEPATIENT \
Email Address: [* either email address or phone number is Phone Number: [* either email address or phone number is
required] required)]
[ME@MYIPACOM | \ \
Subject of this contact: * If Other, please explain:

Future Functionality = |

Comments: *

[Suomi L reset | cancer]
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Remember: Always log out of your account when you are finished using My
HealtheVet.

To log out of Secure Messaging, click the “Close Secure Messaging X” button
located at the top of the screen. When you close Secure Messaging, you will be
returned to the My HealtheVet website. Make sure your Logout of your My
HealtheVet account before walking away from your computer.

MYHealm_e_VEt You are logged in as: MHVSM

Secure Messaging MRSl
lect:

Inbox (1)

Drafts  [0]

Sent [ Int_clinician, SM Draft secure message 2 06/04/2008 08:21 AM
Deleted

My Folders edit
add new folder
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